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The Bratislava Energy Charter Forum addressed the important topic of protection of critical energy infra-
structure. The focus of the event was on the security and safety of non-nuclear critical energy networks 
against natural disasters and man-made disruptions. The Forum was organised in the context of coopera-
tion between The Organisation for Security and Co-operation in Europe (OSCE) and the Energy Charter 
Secretariat (ECS) in conjunction with the Government of the Slovak Republic. The Forum followed a work-
shop on “Sharing Best Practices to Protect Electricity Networks from Natural Disasters” held by OSCE in 
July 2014 in order to facilitate the development of a handbook on critical energy infrastructure. 

The Forum brought together more than one hundred participants from governments, industry, interna-
tional organisations and academia to discuss the criticality of energy networks for the security of supply. 
Three major aspects were discussed during the Forum, including protection of energy infrastructure from 
natural disasters, the role of human factor and the importance of international cooperation in this area. 
Each implementing partner was  responsible for organising  a specific thematic session to cover these 
aspects. 

The Minister of Economy of the Slovak Republic Pavol Pavlis in his opening statement emphasised the 
importance of energy security for Slovakia and all four Visegrad countries. He highlighted current energy 
challenges in relation to the security situation in the Middle East and Ukraine and stressed the impor-
tance of regional cooperation and sharing best practices in this area. He made a specific proposal  on the 
establishment of a training centre to support V4 countries during emergency situations.

Ambassador Rusnak, Secretary General of the Energy Charter, in his opening remarks stressed the impor-
tance of international cooperation to ensure the security of supply. He highlighted modern challenges 
of the energy policy on a global scale related to increasing share of renewable energy sources and en-
vironmental concerns. He also referred to the recent Energy Charter initiative on Model Early Warning 
Mechanism to mitigate potential risks related to interruption of supply in emergency situations. 

The good news is that activities have already started. Project funded by 
the Visegrad Fund will deliver the first analyses in the area of training 
the key experts in the transmission utilities responsible for the most 
vital part of our energy infrastructure.
Important fact is to address the cross-dimensional aspects, including 
training, with the aim to improve human performance during natural 
and man-made disasters or other possible disruptions.

Ulaanbaatar Energy Charter Forum:
Developing Renewable Energy  
across Gobitec and Asian Super Grid in Northeast Asia

Mongolia, 26 June 2014
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The Ulaanbaatar Energy Charter Forum addressed important regional initiatives on developing 
renewable energy across Gobitec and Asian Super Grid. The Energy Charter Secretariat and the Ministry 
of Energy of Mongolia brought together more than 150 representatives of the governments, business 
sector and international organisations to debate the current status of developments and discuss how to 
move forward to support Mongolia and interested countries in the region of Northeast Asia that wish to 
develop more renewable energies sources (RES) and improve electricity interconnections in the region. 

President of Mongolia Elbedorj Tsakhia 
stated, in his opening remarks, that 
Mongolia has huge potential of solar 
and wind and strategic location, 
which implies that Gobi desert will 
become an energy hub in the region, 
producing a quarter of its energy from 
renewable sources and potentially 
exporting electricity generated by 
wind and solar. He stressed that further 
progress requires active engagement 
and cooperation of the countries in 
Northeast Asia. 

Gobitec and the Asian Supergrid are ideas to use the vast renewable energy potential of wind and solar 
energy of the Gobi desert on the one hand and on the other hand to connect North East Asia with a 
transmission line allowing exchanging electricity between the participating countries.

Opening of the Forum
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The first session of the Forum was chaired by OSCE and focused 
on protection of energy networks from natural disasters. Repre-
sentatives of OSCE constituency addressed the risks associated 
with natural disasters, both geophysical and climate-related, 
and their impact on energy infrastructure, especially electricity 
networks. OSCE countries are predominantly prone to climate-
related disasters such as floods, storms, droughts and extreme 
weather events. However, geophysical disasters such as earth-
quakes and landslides also represent significant threat in this 
area. Projected climate change will increase the number of 
climate-related hazards in the future; thus, creating additional 
challenges for the owners and operators of energy infrastruc-
ture. 

A multi-hazard approach in risk assessment is a key element to 
prevent natural disasters and mitigate their negative impacts 
due to complexity of energy infrastructure. Vulnerability of elec-
tricity networks, especially in Europe, is affected by high degree 
of interconnection and interdependence. Moreover, the primary 
goal of “keeping the lights on” becomes even more complicated 
due to increasing number of intermittent sources of energy in 
order to meet EU 2020 targets. 

Another important aspect of disaster risk manage-
ment is related to identification of vulnerabilities 
and increasing resilience of electricity systems. The 
experience of Switzerland, shared during the Forum, 
could be useful for other participants to illustrate in-
tegrated approach. Clear division of responsibilities 
as well as precise action plans in case of emergency, 
which go beyond utility’s control, allows for mitiga-
tion and  proper response to the threat. Management 
measures like rationing, usage restrictions and cur-
tailments is a way to keep the supply of most critical 
consumers, e.g. life support services. The Ukrainian 
Ministry of Energy and Coal Industry, in addition to 
that, stressed the importance of streamlining inte-
grated disaster management approach into national 
legislation, sectoral strategies and programmes in 
order to ensure successful public-private partner-
ship. 

As a multilateral organisation, the Energy Charter is more focused on interna-
tional cooperation than national energy strategies. This is, I believe, also im-
portant for our discussions today. Issues of security of supply and protection 
of energy infrastructure go beyond national borders. One of the most recent 
Energy Charter initiatives in the area of security of supply relates to dispute 
over gas supplies from Russia to Ukraine affecting much more countries than 
just that particular two.

Session I: Protecting energy networks from natural 
disasters
▷  Chaired by Dr. Halil Yurdakul Yigitgüden, Co-
ordinator of OSCE Economic and Environmental 
Activities
▷   “Protection of Ukrainian energy networks 
from natural disasters” - Vladyslav Ramazanov, 
Ministry of Energy and Coal Industry of Ukraine
▷   “Case study on resilience of electricity 
networks systems” - Mario d’Agostini, State 
Secretariat for Economic Affairs, Switzerland
▷  “Risk assessment and identification of 
vulnerabilities for electricity transmission 
infrastructure” - Dr. Nadejda Komendantova, 

Bratislava Energy Charter Forum: Securing Energy Supply - How to better protect energy networks from disruptions



/3/

The OSCE Secretary General Lamberto 
Zannier concluded session one of the 
Forum by outlining that the security 
of energy routes represent an impor-
tant area of OSCE activities in the field 
of energy and related energy topics, 
such as environmental issues, good 
governance, transparency and protec-
tion of critical energy infrastructure. 
Ambassador Zannier also referred to 
the OSCE expert workshop on “Sharing 
Best Practices to Protect Electricity Net-
works from Natural Disasters” on 2 July 
in Vienna where cooperation between 
OSCE and the Energy Charter on this 
topic evolved. He also outlined some 
future activities to enhance this joint 
cooperation, including preparation of a 
handbook on protection of energy in-
frastructure. 

Over the next months, the OSCE will compile and publish a Handbook of best 
practices to protect electricity networks from natural disasters. The goal of 
the Handbook is to raise awareness of governments and the public regarding 
potential threats and resilience measures to protect electricity networks from 
natural disasters and to showcase associated best practices developed within 
the energy sector. The expert opinion of owners and operators of electricity 
networks, as well as specialized agencies involved in disaster risk manage-
ment, will be taken on board, and we look forward to continuing our close 
co-operation with the Energy Charter on this important 
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Natural hazards affecting electricity networks globally

Wind storms, ice storms, earthquakes, tsunami and floods

From presentation by Mario d’Agostini

From presentation by Nadejda Komendantova
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The  second session of the Forum was chaired by the Slovak 
Ministry of Foreign and European Affairs and addressed issues 
related to human factor in protection of energy infrastructure. 
This session discussed various aspects of disaster risk manage-
ment in Slovakia and other V4 countries. 

The Ministry of Economy of the Slovak Republic as the central 
state administration body for the energy sector presented ex-
isting legal framework for the emergency situations in power 
sector as well as proposed amendments. Energy security is 
achieved through the compliance monitoring of Transmission 
System Operator and Distribution System Operators to the se-
curity of electricity supply according to legal acts on energy as 
well as EU directives. 

From TSO perspective, Slovak Electric-
ity Transmission System highlighted 
the importance of increasing resilience 
of the utility to both external and inter-
nal threats such as human failure, cyber 
and terrorist attacks. Efficient internal 
control system, constant monitoring of 
the most critical elements of the system 
and training of personnel considered to 
be essential parts of the action plan to 
prevent and properly respond to criti-
cal situations. Regular trainings are also 
important to improve coordination with 
other state services like police, army and 
fire brigades. 

Wrong decisions 

 Humane failure during manipulations near high 
voltage technology – possible avert via TSO 

1 

Various disasters bring us to various 
problems

1
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Destruction of lines …

Destruction of transformers

hours - days

days - weeks

weeks - months

Session II: Human factor in protection of energy infrastructure
▷  Chaired by Amb. Pavol Hamžík, Ambassador-at-Large for Energy Security, 
Ministry of Foreign and European Affairs of the Slovak Republic
▷  “Legislation concerning critical infrastructure focused on dealing 
withemergency in electricity sector” - Marián Nicz, Ministry of Economy of the 
Slovak Republic
▷  “Protecting energy networks at TSO level” - František Pecho, Slovak 
electricity transmission system (SEPS)
▷  “Human factot in protection of critical energy infrastructure” - Ivan Beneš, 
Czech National Committee for Disaster Relief

From presentation by František Pecho

From presentation by Ivan Beneš
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The final session of the Forum was devoted to the role of in-
ternational cooperation. The session brought together the 
representatives of transmission system operators for electric-
ity and gas who shared their experiences and best practices 
in order to improve the reliability of operations and ensure 
security of supply. This session discussed different ways to 
increase resilience of energy systems from natural and man-
made disasters as well as political decisions influencing the 
security of supply. 

GO15 as a voluntary initiative of the 
world’s 16 largest power grid opera-
tors shared lessons learnt from major 
disasters facing its members such as 
Hurricane Sandy and Katrina in the US 
or storms Lothar and Martin in France. 
Cooperation of grid operators by shar-
ing best practices and lessons learnt is 
an important exercise in order to pre-
vent and properly react to severe power 
failures. Rapid restoration of supply is 
critical in the context of emergency re-
sponse which is addressed through the 
framework for mutual assistance. This 

contractual framework which was agreed in 2012 by GO15 members in order to provide services and 
equipment to a member experiencing a major disruption. 

The European Network of Transmission System Operators for 
Electricity (ENTSO-E) represents 41 TSO from 34 countries. As 
the legally mandated body, ENTSO-E pursues reliable and se-
cure operations of the interconnected electricity transmission 
networks. Compliance with the common security standards 
adopted at ENTSO-E level for Continental Europe is ensured 
through regular checking by Compliance Monitoring and En-
forcement Process tool. The work of ENTSO-E on protection 
of critical energy infrastructure is supported by two separate 
working groups on critical system protection and cyber se-
curity. 

Session III: The role and importance of international cooperation
▷  Chaired by Kanat Botbaev, Energy Charter Secretariat
▷  “International cooperation to protect critical energy 
infrastructure within GO15” - Eric Andréini, RTE France / Member 
of GO15
▷  “Cooperation of Transmission System Operators in ENTSO-E” - 
Kurt Misak, Austrian Power Grid AG / Member of ENTSO-E
▷  “Protection of electricity networks – interconnectivity related 
aspects” - Rajesh Nair, Head of Architecture and Cyber Security 
team, Swiss Grid Ltd
▷  “Cooperation with European companies  -challenges and 
opportunities” - Anton Kolisnyk, PJSC UKRTRANSGAZ

Katrina 

GO15 October 2014 www.go15.org 1 From presentation by Eric Andréini
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Cyber security is a major concern for Swiss-
grid as well. Modern technologies in the 
power sector with high level of automa-
tion such as smart grids and smart meters 
are internet based and highly exposed to 
external attacks. Multi-dimensional se-
curity approach pursued by Swissgrid is 
focused on prevention, monitoring and 
response measures in case of emergency 
situation. However, there is still a need to 
introduce minimum standards on cyber 
security on a pan-European level. 

The role of international cooperation to 
ensure the security of supply was also 
addressed by Ukrtransgaz. Cooperation 
patterns with European TSOs for gas were 
discussed in terms of development of new 
pipelines and use of existing underground 
storages for mutual benefit. 

1Protection of Electricity Networks - Interconnectivity related aspects
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Are There Parallels in the Power System?

From presentation by Rajesh Nair
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AUSTRIAN POWER GRID AG

The History of the „Operation Handbook“

Italy – Blackout 28.09.2003

UCTE System-Split 04.11.2006

„Dry“ Summer 2005 with
outages and disturbances

in GB, FR, GE, …

The „proved but old“ rules of 
secure system operation had to
be adapted:

• Agreed (common) standards
• Unification
• Legally binding

Summer 2002 in Scandinavia (Supply 
for peak load since  1996 only by

Demand Side Response)

Volatilities of
Market and 
Renewable 
Energies

Cooperation of Transmission System Operators in ENTSO-E 10.10.2014From presentation by Kurt Misak

The OSCE Expert Workshop on “Sharing Best Practices to Protect Electricity Networks from Natural Di-
sasters” organised in July in Vienna and the Bratislava Energy Charter Forum “Securing Energy Supply 
– How to better protect energy networks from disruptions” helped to develop strategic and productive 
relationships for further co-operation. Cooperation between the OSCE and the Energy Charter Secretariat 
will continue on the preparation of a handbook on “Best Practices to Protect Electricity Networks from 
Natural Disasters”. The handbook will serve as a reference document for government policy makers, state 
authorities, regulators, public and private owners and operators of energy networks. The Energy Charter 
Secretariat will contribute to this publication. 

The content of the Handbook will inter alia include the following elements: impact of climate change on 
energy security, vulnerability and risk assessments, risk mitigation measures and barriers for their imple-
mentation, practical experience, lessons learned and case studies from countries, resilience of electricity 
networks and governance, including social, economic, technological and human factors.
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The Energy Charter Secretariat monitors the implementation of the Energy Charter Treaty and provides support to the 
Treaty-based international organisation, the Energy Charter Conference (52 states). The aim of the Treaty is to strengthen 
the rule of law on energy issues, by creating a level playing field of rules to be observed by all participating governments, 
thereby mitigating risks associated with energy-related investment and trade. The Treaty focuses on: the protection of for-
eign investments;  non-discriminatory conditions for energy trade; reliable energy transit; the resolution of state-to-state 
and, in the case of investments, investor-state disputes; and energy efficiency policies.

Energy Charter Constituency

MEMBERS OF THE ENERGY CHARTER CONFERENCE – signed the 1991 Energy Charter and the 1994 Energy Charter Treaty

* – denotes state in which ratification of the Energy Charter Treaty is still pending

ˆ – the Russian Federation signed the Energy Charter Treaty and was applying it provisionally until 18 October 2009 inclusive

OBSERVERS TO THE ENERGY CHARTER CONFERENCE – signed the 1991 Energy Charter

OBSERVERS TO THE ENERGY CHARTER CONFERENCE – by invitation of the Conference

International Organisations with Observer Status:

ASEAN, BASREC, BSEC, CIS Electric Power Council, EBRD, IEA, IRENA, OECD, UN-ECE, World Bank, WTO

Afghanistan

Albania

Armenia

Australia*

Austria

Azerbaijan

Belarus*

Belgium

Bosnia and Herzegovina

Bulgaria

Croatia

Cyprus

Czech Republic

Denmark

Estonia

European Union and 
Euratom

Finland

France

Georgia

Germany
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Japan
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Spain

Sweden

Switzerland
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Georgia, Germany, Greece, Hungary, Iceland*, Ireland, Italy, Japan, Kazakhstan, Kyrgyzstan, Latvia, Liechtenstein, Lithuania, 
Luxembourg, Malta, Moldova, Mongolia, the Netherlands, Norway*, Poland, Portugal, Romania, Russian Federationˆ, Slovakia, 
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OBSERVERS TO THE ENERGY CHARTER CONFERENCE– signed the 1991 Energy Charter
Canada, Indonesia, Jordan, Mauritania, Montenegro, Morocco, Pakistan, Serbia, Syria, United States of America

OBSERVERS TO THE ENERGY CHARTER CONFERENCE– by invitation of the Conference
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The Energy Charter Secretariat also has signed in November 2007 a Letter of Understanding on Cooperative Activities with the 
Secretariat of the International Energy Forum.

This report was prepared by Ernesto BONAFÉ and Zafar SAMADOV.

For further information, please contact the Energy Charter Secretariat on info@encharter.org.

Energy Charter Secretariat
Boulevard de la Woluwe 56 • B-1200 Brussels • Belgium

Tel.: +32 2 775 98 00 • Fax: +32 775 98 01 • Email: info@encharter.org • www.encharter.org

This map is without prejudice to the status of or sovereignty over any territory, to the delimitation of international frontiers and 
boundaries and to the name of any territory, city or area.
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