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Natural hazards affecting electricity networks globally 

Wind storms, ice storms, earthquakes, tsunami and floods 

 



OSCE area is prone to multiple such disasters as earthquakes, 
floods, droughts, storms, heat waves and fires 

•  Hydro-meteorological disasters 
are predominant 

•  Storms (34%) and floods (31%) 
are most frequent events 

•  Floods, storms and droughts 
affect maximum number of 
people 

•  Extreme temperature leads to 
max deaths 

•  Storms have max costs 

 
Source: EM-DAT; UNDP, 2014 

•  Increasing frequency and intensity due to climate change 
•  Cascading effects and interconnected risks for electricity security 
•  Impacts from disasters create disruptions (damages to infrastructure) and reduce 

efficiency of electricity transmission (capacities of overhead lines affected by 
temperature changes) 

 
 



Regional disparities in OSCE countries in terms of hazards impacts 

 
•  Earthquakes 
•  Tsunamies 

 
•  Heat waves 
•  Floods 
 

Source: JRC Europe; 
GSHAP; EPSON 



Projected climate change impacts in selected OSCE countries 

!Source: EEA, 2012; EC, 2012 



Number of black-outs is raising: per capita average minutes 
without electricity in Southern and Eastern Europe 
 
 
 

Source: CEER (2005/2008) 



Natural disasters in Germany (1970-2012) 

Source: Münchener RE, 2013 





Risk assessment: key elements 

Hazard – probability 
that a particular 

danger occur within 
a given period of 

time 

Vulnerability – conditions 
determined by physical, social, 
economic and environmental 
factors or processes which 
increase susceptibility of a 
community to the impact of 

hazards  

Risk – combination 
of the probability of 

an event and its 
negative 

consequences 



Source: UNU-ITC DRM, 2013 

Identification and classification of threats, identification of 
vulnerabilities and evaluation of impact (JRC definition) 
 



In risk assessment research and policy there is currently 
much debate on multi type hazard and risk assessment  

 
 
 
 
 
 
 
 

“Research methods and tools for risk 
multi-assessments should be developed 
and strengthened”  
(priority 3, indicator 3.3; UN/ISDR 2005) 

“The Council of EU underlines the 
usefulness of a multi-hazard approach 
to a Community disaster prevention 
framework” 
(Council Conclusions on a Community framework on 
disaster prevention within the EU, 2009) 



Example of risk assessment scenarios 

Source: German Federal Office of Civil Protection and Disaster Assistance, 2012  



•  Risk Matrix presents a visual two-dimensional display of the 
“ranking” of the risk for a region: 
–  Frequency and severity scale that is relevant to the region of 

interest. 
–  The scale will help in interpreting historical experience and 

translating expert opinion in a consistent manner. 

•  This risk assessment approach is used for setting priorities. 

 

Severity Frequency Annual Return 
Index Percent Rate Percent Rate Index Rate Time

Very Low 0.001 100000 0.01 1/10000 Very Low 0.002 500
Low 0.01 10000 0.1 1/1000 Low 0.005 200
Moderate 0.02 5000 0.5 1/200 Moderate 0.02 50
High 0.1 1000 2 1/50 High 0.1 10
Very High 1 100 >20 >1/5 Very High 1 1

Casualty DamageSeverity 
Index Percent Rate Percent Rate 

Casualty Damage 

Frequency 
Index 

Exceeance 
Probability 

Return Period 

Very Unlikely 0,00001 100.000 

Unlikely 0,0001 10.000 

Rare 0,001 1.000 

Likely 0,01 100 

Very Likely 0,1 10 

Catastrophic 
Significant 
Moderate 
Limited 
Minor 

Source: BBK, 2010 



Risk assessment for electricity transmission 
infrastructure is more complex and should: 
1.  Include new requirements on grid infrastructure connected with 

climate change mitigation and energy security goals 
 
2.  Consider current state of electricity networks and bottlenecks for 

further deployment and modification of grids 
 
3.  Consider issues of public assessment 

4.  Consider interdependencies between different systems and 
cascading effects 

 
5.  Be based on multi-risk approach 
 
6.  Consider other factors influencing vulnerability of electricity 

transmission systems 



1. New requirements on grid architecture and 
increased vulnerability 

 
 
 
•  Designed 50 years ago to 

satisfy needs with 
generating plants located 
near load areas 

 
•  Diversification of electricity 

supply located in different 
areas 

Grids at the border of their capacity to integrate growing volumes of renewable 
energy electricity (EWEA, 2005) 
 
Several new km need to be constructed to secure market integration, security of 
supply and accommodate renewable energy expansion (ENTSO-E, 2010) 

 



2. Current situation in transmission networks in Europe 
and increased vulnerability 

•  Majority of grids is 30-40 years old 
(Ecofys, 2008) 

 
•  Cross-border interconnectors 

(Battaglini, 2009) 
 
•  In some countries complex 

permitting procedures and public 
opposition are delaying further grid 
deployment (ETSO, 2006) 

 
•  Distribution lines 



3. Uncertainty caused by public acceptance issues  

Source: BESTGRID Project 

Two projects in Germany 
 
•  TenneT, SUED.LINK, 800 

km power line to deliver 
4GW from generation in 
North to consumption in 
South of Germany 

 
•  50Herzt, 380kV line  

between Bertikow in 
Brandenburg and Pasewalk 
in Mecklenburg-
Vorpommern.  



4. Vulnerability of electricity lines in Europe is affected by 
interdependencies between different systems and potentials for 
cascading effects 

Source: Poljanšek et al., 2012 

The European high 
voltage 
transmission grid, 
composed of lines 
with a voltage 
greater or equal to 
220 kV.  
 
High voltage lines 
are in blue. 
 
Low voltage lines 
are in red. 



Example of interdependencies leading to black-outs 
Blackout 2006, Germany incl. Western Europe  
•  On November 4, 2006 the German TSO E.ON Netz had to switch off 

a high voltage line to let a ship pass underneath. 
 
•  Simultaneously there was a high amount of wind electricity which fed 

into the grid 10,000 MW from wind turbines to Western and Southern 
Europe grids. 

 
•  Insufficient communication about this switch-off led to instabilities of 

the frequency in the grid and to overloading of lines. 
 
•  Devices had to switch customers off in the countries affected to cope 

with this lack of power in the Western zone automatic. 
 
•  The blackout lasted up to two hours. 



 
 
Separate natural hazards, however, are usually treated separately by 
scientists, engineers, disaster response managers and local authorities. 
 
This leads to ignorance of spatial, temporal and causal relationships 
(such as cascading effects) that often exist between these hazards. The 
same is true for the consequences of these interactions. 
 

5. Need of a multi-risk approach: natural risks and 
disasters are becoming an interactive mix of natural, 
technological and social events  
 

These relationships and unforseen negative effects may amplify the risk to a 
infrastructure and community 



Multi-Risk Decision Support Tool 

Source: Mignan et al., 2013 



Methods of interactions with stakeholders at 
national and regional levels 

•  Two national 
workshops: Naples, 
May 2013; 
Guadeloupe, June 
2013 

 
•  Three EU workshops: 

Bonn, July, 2012; 
Lisbon, October, 2012; 
Bonn, July 2013  

Source: Mrziglocki et al., 2013 



Complexity of multi-risk assessment: feedback from national civil 
protection offices in OSCE countries 

Source: Komendantova et al., International Journal of Disaster Risk Reduction, 2014 

How useful is the tool to understand losses and to plan for risk mitigation? 
- Unprecedented complexity of assessment for networked systems which is often 
out of the scope for policy and decision makers. 
- Should be developed in cooperation with stakeholders. 



Application of decision-support tool, recommendations 
from civil protection stakeholders 

-  Increasing transparency in decision making by breaking down 
complex decisions to components 

 
-  Communication and education instrument to show impacts from 

different scenarios 
 
-  Can be used by risk analysis experts 
 
-  Understand potential human, economic, environmental, 

infrastructural and intangible losses and their specific distributions 
for each risk scenario 

 



Need of participatory process in risk assessment 

•  For risk assessment we need to understand how information is 
collected, perceived and communicated and which risk 
assessments contribute to management decisions (IRGC, 2005) 

 
•  We need to examine interactions between science and practice in 

terms of transfer of risk assessments (Kappes et al., 2011)  

 
 
 

•  Incorporation of stakeholders knowledge into risk assessment tools 
 
•  Two-ways process of communication of perceptions in shaping 

outcomes of risk assessments 



6. Interdependency of factors affecting vulnerability of 
electricity lines 

•  Failures in distribution grids (non redundant design) 
•  Deviations from planning criteria due to events which were not considered 

in grid planning for economical reasons 
•  Human failures 
•  Forecast errors for renewable energy resources 
•  Impacts of severe weather events 
•  Emerging threats of cyber and terrorist attacks on grid infrastructure 



Conclusion 
 
Risk and hazards assessments for electricity grids should be based on 
interdisciplinary approach and consider new requirements on grid 
architecture, current state of electricity grids and public support for 
further development of grids or their upgrading. 
 
It should take into reference multiple risks and cascading effects as 
well as interdependencies between risks and different factors affecting 
vulnerability of electricity networks in OSCE region. 
 
Risk assessment for multi-risk is complex because of differences in 
comparability of hazardous events (different return periods, effects, 
measures of intensity), difficulties in collecting data in a coherent and 
accessible way and harmonizing data from single-risk assessment. 
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